Installing the CADE Root Cert

As you may know the CADE lab runs a number of secure websites such as webhandin, the network
request form and our webmail page. As web browsers have evolved so have their security warnings.
This has caused some concern with users who think they may be under attack. Because the CADE lab
acts as it's own Certificate Authority (CA) we are not listed in any web browser by default. You will
therefore need to manually install our ROOT certificate to avoid receiving annoying pop ups and
security warnings when visiting one of our websites. This certificate will also be valid for all future
secure sites created and hosted under the CADE lab.

The certificate can be installed by going to:

www.cade.utah.edu/certs

To install the cert into your browser follow the instructions below. These cover the following browsers:

Firefox

Internet Explorer


http://www.cade.utah.edu/certs

Installing the Root cert in FireFox

1. Go to www.cade.utah.edu/certs and click on the file called cade.crt

file Edt  view Hstory Bookmarks Tools  Help

GOE JE N 117w cose utan educerts) O T O

Fedora centO5 eBay Wewegg NWWS5S CADE CI5 KRONWOS LPTL LPT2 Sympa MSDH Dex XEROX UCC coert AT Calendar MaMoWM

L T L =
Index of /certs

lame Last mpdafied  Eize Descrigiion

- Esrent Mirectory
cade cri 35-Feh-2000 14:33 LK
fnaren_hosts 15-Jan-2008 11:54 15K

ApacheZ.0.53 (Fedora) Server at www.cade utah.edu Port 80



http://www.cade.utah.edu/certs

2). You should now have a window appear asking how you would like to use this certificate. Select
“Trust this CA to identify websites” and click “Ok”

You have been asked to trust a new Certificate Authority (CA).

Do you want to trust "milhouse.eng.utah.edu” for the following purposes?
[¥]Trust this CA to identify web sites.

(] Trust this CA to identify email users.

[]Trust this CA to identify software developers.

Before trusting this CA for any purpose, you should examine its certificate and its policy
and procedures (if available).

View | Examine CA certificate

Cancel OK

Congratulations you have successfully installed the ROOT certificate. You should now be able to visit
any of our secure sites without having to worry about security warnings.



Installing the Root Cert in Internet Explorer

1.) Go to www.cade.utah.edu/certs and click the file called cade.crt. You will get a pop up asking
you if you wish to open, save or cancel. Click the Open button
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2.) You will now have a window appear with the details of the certificate. Click the Install
Certificate button.

Certificate

General | Details | Certification Path
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This certificate is intended for the following purpose(s):

Al issuance policies
# |l application policies

Issued to: milhouse,.eng.utah,.edu

Issued by: milhouse,eng.utah.edu

valid from 3/17/2004 to 3/16/2009

Tnstall Certificate. .

Lo |




1. The certificate install wizard will now start up. Click next to begin

Certificate Import Wizard

Welcome to the Certificate Import

Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from wour disk ko a
certificate skare.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains infarmation
used to proteck data or ko establish secure network
conneckions, & certificate stare is the system area where
certificates are kept,

To continue, click Mext,

Mext = l | Cancel




4.) Select the “Automatically select the certificate store based on the type of cert” option and click
next

Certificate Import Wizard

Certificate Store

iertificate stores are swskem areas where certificates are kept,

Windows can aukomatically select a certificate skore, or wou can specify a location For

() Place all certificates in the Following store

< Back ” Mexk = || Zancel




5.) You should now have a window with a summary of your choices. Click finsh to install the
certificate.

Certificate Import Wizard @

Completing the Certificate Import

Wizard

You have successfully completed the Certificate Import
wizard,

You have specified the Following settings:

i_ertificate Store Selected  Automatically determined by t
Zonkent Zertificate

< Back H Finish l [ Cancel




6.) You should now receive a pop telling you the install was successful. Click Ok to close the pop
and click Ok to close the certificate window. Congratulations you have installed the CADE
Root certificate.

Certificate Import Wizard E|

1 } The impaort was successiul,




